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IBSSweb Enterprise Security Management Software totallyintegrated| security

IBSSweb is a powerful browser-based security management Al IBSSWGb
software designed for true scalability — from a simple access o
control system to a fully integrated, enterprise-wide security

solution.

Backed by over 20 years of industry experience, IBSSweb
delivers reliable performance and seamless integration across
access control, intrusion detection, and CCTV surveillance, for
a unified and efficient command and control environment.

Together with optional modules including CCTV Integration,
HR Database Synchronization, Roll Call Report, Single Sign-On
(SSO), Server Failover, and Web Service API, IBSSweb offers
optimized connectivity with a wide range of third-party
systems — enabling a truly enterprise-level security
operation.

Key Features

Universal Credential Support: Secure premises with
IBSSweb with support for various credential types
including RFID Cards, PIN, Biometrics (Face, Finger,
Iris) and mobile IDs, depending on each
organization’s preferred authentication method(s).

o Built for the Enterprise: IBSSweb is capable of .
handling multiple roles & permissions, and multi-site
security management with flexibility for autonomous
site operations to cater to most organization types.

o Enterprise Security Mastery: Seamlessly manage

access for 100,000+ cardholders and 2,000+ readers, o

visitors, facility bookings, intrusions, CCTV, intercom,
and more.

o Platform Independence and Scalability: Experience
the power of a web-based solution coupled with an

MS SQL server database, for platform independence
and scalability for ever evolving enterprise needs.
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Enterprise-Ready Optional Modules: Choose from
over 20 software modules including Human Resource
Database Integrator, Server Failover, Single-Sign-On
(Active Directory), and more for a secure, efficient
and highly automated enterprise environment.
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System Benefits

1. User Experience and Accessibility
HTML5 Web Browser Ul

+ Access from any browser
(Chrome, Edge, Firefox, Safari)
and mobile device.

+ No software installation
necessary — simply log in via
browser.

« Platform-independent and
accessible worldwide.

Customizable User Access Control

« Supports unlimited user access
levels and permissions.

+ Assign rights to View, Modify,
Add, Delete, or Download.

+ Ideal for administrators,
security managers, and
operators.

Integrated Biometric Enrolment System

+ Ensures correct biometric
pairing with each cardholder.

« Supports face, fingerprint and
iris integrated enrolment.

« Automatically distributes
biometric data to all connected
devices.

2. System Reliability and Scalability
Enterprise-Ready Scalability

«  Supports small setups (2
doors) up to large multi-site
systems (2048 doors, 100 client
stations).

+  Built on Microsoft .NET for
future-proof compatibility and
smooth upgrades.

« SQL Server database easily
scales to meet any project size.

Integrated HR Database Synchronization

Supports unlimited user access
levels and permissions.

Assign rights to View, Modify,
Add, Delete, or Download.
Ideal for administrators,
security managers, and
operators.

Seamless Single Sign-On (SSO)

«  One login to access multiple

applications securely.

Compatible with LDAP and
Windows Active Directory.

Flexible Multi-Credential Management

+ Each cardholder can be
assigned unlimited credentials.

Configure each credential
independently (card ID, PIN,
validity dates, UAG, status, etc.).

Built-In Time Clocking System

« Uses existing access readers for
clock-in and clock-out tracking.

 Includes six ready-to-use
reports: First In Last Out,
Absentees List, 6x In/Out Pairs,
Overtime, Cumulative Hours &
Attendance.

Automatic Server Failover
o
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« One login to access multiple
applications securely.

«  Compatible with LDAP and
Windows Active Directory.

Advanced Access and Security Features

« Handles multiple credentials
and complex authentication
modes (card, PIN, biometric).

+ Includes 3 configurable timers
per door for precise control.

Built-in intrusion monitoring
with arm/disarm by schedule
or event.

« Output relays programmable
by schedule or event triggers.
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System Benefits

3. Integration and Expansion

Powerful Web Service (Web API)

9‘
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Enables third-party system
integration via standard Web
API.

Supports real-time control of
devices, cardholder
management, alarm handling,
intrusion control, and event log
queries.

Seamless Attendance System Integration

4. Special Integrations

CCTV Integration

Wireless Lock Integration

Converts existing access
readers into attendance
readers remotely.

Exports clock-in/out data to
third-party attendance or
payroll systems.

Eliminates the need for
additional attendance
hardware.

Displays live and recorded
video directly within IBSSweb.

Provides instant event pop-up
alerts for real-time monitoring.

Supports simultaneous viewing
of up to 4 live cameras.

Includes smart search to
quickly find and tag video
events.

Enables secure access using
BLE wireless electronic
cylinders or handle locks.

Integrates wireless and wired
access control systems
seamlessly.

Centralized management of all
locks directly from IBSSweb.

Provides unified reporting for
both wired and wireless
devices.

Integrated Mobile Access and Visitor Management

Elevator Integration

Seamlessly integrates with
IBSSgo, the mobile access and
visitor management system.

Allows users to access doors
using their smartphones,
eliminating the need for
physical cards.

Enables real-time visitor
registration, approval, and
tracking through the cloud-
based IBSSgo platform.

Synchronizes cardholder and
visitor data between IBSSweb
and IBSSgo for consistent
access control.

Enhances convenience,
security, and operational
efficiency for both permanent
users and visitors.

Seamless integration with
Hitachi and Mitsubishi elevator
systems.

Allows automatic lift
assignment and destination
control via turnstile tap.

Supports multi-floor access for
flexible and dynamic control.
Simplifies visitor movement
management within buildings.

Key Management Integration

Manages 50 to 1000 keys
efficiently through a secure
electronic cabinet system.

Intuitive touchscreen interface
for easy and precise key access
control.

Flexible setup to match any key
and cabinet configuration.

Fully integrated with IBSSweb
for centralized management
and reporting.
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Technical Specifications

Specifications” STD So01 S02 PRO PO1 P02 ENT EO1 E02 X
Standard Professional Enterprise )
Description Ultimate
Edition Package Package Edition Package Package Edition Package Package  Edition
1 2 1 2 1 2
Slmultaqeous 2 5 Unlimited
Connections
Credentials 250 500 750 1000 2000 3000 2000 3000 5000 Unlimited
Readers (bundled) 20 30 40 60 80 100 100 150 200 2000
Readers (max) 60 200 2000
Floorplans 5 10 Unlimited
Event Logs (max) Unlimited
Security Level 2 5 Unlimited
Security Area (max) No 2 Unlimited
Browser Ul Yes
Card
Designer/Card Yes
Printing
Standard Report Yes
Basic Audit Report | Yes
Add-on Modules
Report Generator  Optional Yes
Advanced Audit .
Report Optional Yes
Time Clocking .
Report Optional Yes
HR Database .
Integrator (HRDI) No Optional
Server Failover No Optional
Roll Call / .
Mustering Optional Yes
Web API No Optional
SSO/LDAP/AD No Optional
Video Integration
(ASIS NVR) 16 (max 32) 32 (max 128) 64 (max 512)
Video Integration .
(3rd Party) No Optional
Minimum Requirements
Intel
S Hard
(;Le; R:rM\)Nare Intel i5 2GHz / 16GB Intel Xeon 2C 2GHz / 24GB Intel Xeon 4C 2GHz / 32GB égﬂ; ?C
48GB
VM 8 x vCore
N/A 2 24GB 4 2GB
(vCore / RAM) / x vCore / 24G x vCore / 32G / 48GB
Operating System | Win 11 Pro Win Server 2022
sQL SQL Server 2022 Express™ SQL Server 2022 Standard

*Specifications are subject to change without prior notice.
**SQL Express has database size limits; user must perform periodic data trimming to maintain system operation.
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Ordering Information

Model No.
IBSSweb-STD
IBSSweb-S01
IBSSweb-S02
IBSSweb-S/CR
IBSSweb-S/RD
IBSSweb-PRO
IBSSweb-P01
IBSSweb-P02
IBSSweb-P/CR
IBSSweb-P/RD
IBSSweb-ENT
IBSSweb-E01
IBSSweb-E02
IBSSweb-E/CR
IBSSweb-E/RD
IBSSweb-X
Optional Modules
IBSSweb-AAR
IBSSweb-ADS
IBSSweb-API
IBSSweb-CAM
IBSSweb-HRD
IBSSweb-RCR
IBSSweb-RPG
IBSSweb-SFO
IBSSweb-TCR

Description

IBSSweb Standard Edition

IBSSweb Standard Package 1

IBSSweb Standard Package 2
IBSSweb-STD Add-On Credential (50s)
IBSSweb-STD Add-On Reader (5 ea)
IBSSweb Professional Edition

IBSSweb Professional Package 1
IBSSweb Professional Package 2
IBSSweb-PRO Add-On Credential (50s)
IBSSweb-PRO Add-On Reader (5 ea)
IBSSweb Enterprise Edition

IBSSweb Enterprise Package 1
IBSSweb Enterprise Package 2
IBSSweb-ENT Add-On Credential (50s)
IBSSweb-ENT Add-On Reader (5 ea)
IBSSweb Ultimate Edition

IBSSweb Advanced Audit Report

IBSSweb Active Directory Service

IBSSweb Web Service API

IBSSweb CCTV Integration - Add-On Camera Connection (8 ea)
IBSSweb HR Database Integrator

IBSSweb Roll Call/Mustering Report

IBSSweb Report Generator

IBSSweb Server Failover Service

IBSSweb Time Clock Report

IBSSweb License Edition Upgrade

IBSSUSP
IBSSUPE
IBSSUEX

Upgrade IBSSweb-STD to IBSSweb-PRO
Upgrade IBSSweb-PRO to IBSSweb-ENT
Upgrade IBSSweb-ENT to IBSSweb-X

IBSSweb Software Upgrade to Version 5

IBSSw45-STD
IBSSw45-PRO
IBSSw45-ENT
IBSSw45-X

Upgrade to IBSSweb-STD v.5
Upgrade to IBSSweb-PRO v.5
Upgrade to IBSSweb-ENT v.5
Upgrade to IBSSweb-X v.5

IBSSweb Annual Software Maintenance

IBSSweb-STDM
IBSSweb-PROM
IBSSweb-ENTM
IBSSweb-XM

L
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IBSSweb-STD Software Release Update 12m
IBSSweb-PRO Software Release Update 12m
IBSSweb-ENT Software Release Update 12m
IBSSwebX Software Release Update 12m
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